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Participant Inconsistency

L : O D417

& Best Friends : & Best Friends -n

Eve updated the group.
= Eve, Alice, Charlie joined the group.
Group name is now 'Best Friends'.

e Eve updated the group.
“*® Eve, Alice, Charlie, Bob joined the group.

Charlie

Should I accept the offer
Should | accept the offer from UW-Madison?
from UW-Madison? 7minva

& Just now Alice

No, you should not go to
Wisconsin.
Just now v @
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Transcript Inconsistency

Are you llluminati?
Tminva

Are you coming into work today?

Tminv @
Yes and no.

Yes and no. Just now &
e & Just now
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2-part message consistency check
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d, = d, = d, Bob
VERIFY ., (d,)
VERIFY,, (d})
VERIFY ;. (d.)
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Consistency Check
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Implementation

Java Library $5/month Linode Server (ejabberd)

Jitsi Plugin 40 clients across 8 university machines

Compared to WPES'13 (BD-GOTR)
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Take Away

SYM-GOTR is a secure messaging protocol with strong consistency properties.
Participant Consistency Check
2-part Message Consistency Check

Practical with our Java implementation.
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Broadcast Time
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